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AytenTudukanus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
uH(pOpMallMOHHAS CUCTEMA

Hoctyn k uapopmanun
HocTynHoCTh

3ammra uHGOpMaLun
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3amumaemas HHGOpMAaIHs

UNnentuduxanus

HNudopmannonHas cucrema

Nudopmarnimonusie pecypesbl

WNudopmannoHHble
TEXHOJIOTHUH

WNndopmarnus

KonTponupyemas 30Ha

KonduaennuaibHOCTH

O6paboTka nmepcoHaTbHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JlelicTBus 1O IpOBEpKE IMOJJIMHHOCTU CYOBEKTa J0CTyHa
B MH(POPMALIMOHHON CUCTEME

CocrosiHME  3alUINEHHOCTH  HMH(pOpMAlMH, IPU KOTOPOM
obecrieyeHbl €€ KOH(MICHLIMAIBHOCTh,  JOCTYITHOCTb
U LIEJIOCTHOCTb

WNudopmannonHas cuctema, co3aBaeMasi B LENAX peau3aiiu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecrieueHus oOMeHa uHGpOpMAIMEH MEXIy OSTUMH
OpraHaMH, a TaKXXe€ B HMHBIX YCTAHOBJICHHBIX (elepaabHbIMU
3aKOHaMU LEJSIX

Bo3MmokHOCTh nosyueHust HHGOpMaIMK U €€ UCIO0Ib30BAHUS
CocrosiHue HMH(pOpPMAIIUKM, XapaKTEPHU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB U HH(MOPMAIMOHHBIX TEXHOJIOTUH
o0ecrieunBaTh OECHPENATCTBEHHBIH JOCTYn K HH(pOpMauu
CyOBEKTOB, UMEIOIIMX HA ATO MOJTHOMOYHMS

3ammra wWHOOpMAIMK, HANpaBlICHHAs Ha IpeIOTBpAIlCHUE
HOJY4YEeHUsl 3allMIiaeMoil MH(pOpMalMK 3aUHTEPECOBAHHBIMU
CyObeKTaMu C HapylmIeHHEM YCTAaHOBJICHHBIX HOPMAaTHBHBIMHU
U IPaBOBBIMU JOKYMEHTaMHU (aKkTamMM) WM 00JaaTess MU
uHpOpMAMK TIPaB WM TPAaBWI pasrpaHUYCHUS JOCTyIa
K 3aluiaeMoil napopmanuu

Wndpopmanus, sBisiomiascs MOPeIMETOM  COOCTBEHHOCTH
U MOJAJIeKallas 3allUTe B COOTBETCTBUU C TPeOOBAHUAMU
MIPaBOBBIX JTOKYMEHTOB WA TpeOOBaHUSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(POPMALIUU
[IpucBoenue cyObekTamM U 00bEKTaM J0CTyNa UAeHTU(UKATOpA
U (MaM) CpaBHEHHE IMPEIbSABIAEMOro HUJIEHTU(UKATOpa
C TIepeyHeM MTPUCBOCHHBIX UICHTU(PHKATOPOB

CoBOKYIHOCTh cojzieprkalieiicss B 0a3zax JaHHBIX MH()OpMaLUH
u o0ecrieynBaOIUX  ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtnenbHbIE TOKYMEHTHI W OTIEIIbHBIE MAacCHBBI JOKYMEHTOB,
JOKYMEHTBI U MacCHUBBl  JIOKYMEHTOB,  COJEpKalluecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OmOnmoTekax, apXuBax,
¢dongax, 6aHKax JaHHBIX, UH(OPMAIIMOHHBIX CUCTEMAaX JAPYTUX
BU/JIOB)

[Tpomeccel, MeToasl MoOMCKa, cOopa, XpaHEHHs, 00paboOTKH,
MIPEIOCTABIIEHUS, PACIpPOCTPAaHEHUSI MH(OPMALMU U CIOCOOBI
OCYIIIECTBJIEHUS TAKUX ITPOLIECCOB U METO/I0B

CaeneHus (coobmenus, JTAHHBIC) HE3aBUCHMO
0T ()OpMBI UX TPECTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3MaHHWE, YacTh  3JIaHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHMpYEeMOe MpeObIBaHHE JIUII,
HE UMEIOUIMX [OCTOSHHOTO WM  Pa30BOro  JOIYyCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

OO6s3aTenbHOE IS BBIOJIHEHUS JTUIOM, MOJYYHMBIIUM JTOCTYI
K OINpejereHHOW uHpopmanuu, TpeOGoBaHHE HE IepeaaBaTh
Takyl0 HWH(}OpMaIMi0 TpeThUM JUIaM 0e3  corjacus
ee oOamaTens

JlelicTBus (omepanuu) ¢ NEPCOHANBHBIMU JAHHBIMHU, BKJIIOYast

3



JAaHHBIX

Onepatop

IIepcoHanbHbIEC TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpopmanuu

Y 93BUMOCTB

[lenocTHOCTH

cbop, cucTeMaTu3aluio, HaKOIUIEHHE, XpaHEHUE, YTOUYHEHHE
(oOHOBJIEHUE, M3MEHEHHE), MCIIOIB30BaHUE, PACIIPOCTpaHEHUE
(BTOM wuucie mepenady), oOe3muYMBaHHE, OJOKHUPOBAHUE,
YHUUTOKEHHE EPCOHABHBIX JaHHbBIX

TpaXIaHUH WM IOPUIMYECKOE JIMIO, OCYHIECTBISIOIINE
JESATENIbHOCTh MO AKCIUTyaTalluud MHGOPMAIMOHHON CHUCTEMBI,
B TOM dYHCIe MO 00paboTke WHGOpMAIUHU, COAepIKaIIehCs
B ee 0a3zax JaHHBIX

Jlrobas mHpOpMAaIuUs, OTHOCSINASACS K TPSIMO WJIH KOCBEHHO
OTpeieIECHHOMY WU OnpeensieMoMy (PU3HUECKOMY JTHILY
COBOKYIHOCTh ~ YCIOBUH ¥ (aKTOpPOB,  CO3JAIOIIUX
MOTEHIIUAJIbHYIO 17001 peasibHO CYIIECTBYIOLIYIO
OIIaCHOCTb, CBSI3aHHYIO c YTEUKOU nH(popManun
W/WJIM HECAaHKIIMOHUPOBAHHBIMU H/WIIM  HETIpEIHaMEPEHHBIMU
BO3JICUCTBUSIMH Ha HEe

Henocrarok (cmabocTh) MIPOTrPaMMHOTO
(IpOrpaMMHO-TEXHHUYECKOT0) CPEICTBA MM MHPOPMALMOHHOM
CUCTEMBl B II€JIOM, KOTOpBIH (KOTOpas) MOXKET OBbITh
UCTONB30BaHA  JUIA  pealu3aldd  yrpo3  0e30MacHOCTH
uHpopmaruu

YcroiunBoCTh  MHPOPMAMU K  HECAHKIIMOHHMPOBAHHOMY
WIH CIy4ailHOMYy BO3ICHCTBHIO Ha Hee B Mpolecce 00padoTKu
TEXHUYECKHUMHU CPEICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOKET
OBITh YHUUTOXKEHHE U UCKaXEeHHE nH(popManuu



I'OCTP
IHonutuka

TBJIOY

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHU A

lNocynapcrBennsbiii cranaapt Poccuiickoit deneparuu

[Monmutuka wuHpOpManoHHONW Oe3omacHOCTH [ 'ocynapcTBEHHOTO
OIO/UKETHOTO  JOIIKOJBHOTO  0Opa30BaTEIbHOTO  YUPEIKICHUS
nerckuit can Ne 73 komOmHHpOBaHHOTO BHaa [IpuMopckoro paiioHa
Cankr-IlerepOypra

locynmapctBeHHOE  OIOKETHOE — JIOIMIKOJIBHOE — 00pa3oBaTelIbHOE
yapexaeHue gerckuii cam Ne 73  KOMOMHHMpPOBAHHOTO BHQ
[Tpumopckoro paitona Cankr-IlerepOypra

®denepanpHas cayx0a 6e3onacHocTH Poccuiickoit denepanuu
denepanibHas CIy)0a M0 TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJTIO



. OBIIME ITOJIOKEHUA

Hacrosmas Ilonutuka ['ocynapcTBEHHOTO OHOJKETHOTO JOLIKOIHHOIO 00pa3oBaTebHOTO
yupexaenuss gerckuid  cax  Ne 73 komOuHMpoBaHHOoro Buaa Ilpumopckoro —paiioHa
Cankrt-Ilerepoypra (manee — I'BJIOY) sBisercss JOKyMEHTOM, OINPEIACISIFONIAM HAIMpPaBICHUS
JeSITeIbHOCTH B o0nacTH obecrieueHuss MHOOPMAIIMOHHON 0€30MacHOCTH M IMPENCTaBseT co00i
CUCTEeMaTHU3UPOBAHHOE M3JIOKEHHE IIesiel U 3a/1a4 nH()OpMaLIMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIbKO TpaBUJI, MPOIEAYpP, NPAKTHUYECKUX MPUEMOB U PYKOBOJAIIUX MPHUHIIUIOB, KOTOPHIMU
pykoBoactByercss I'BJIOY, a Takke OpraHu3allMOHHBIX, TEXHOJOTMYECKHUX M MPOLEITYPHBIX
ACTIeKTOB oOecrieueHus: MHPOPMAITMOHHON 0€30MMaCHOCTH.

[Tonoxxenus  wHactosmei IlonmuTtukun He  pacmpocTpaHstoTcss Ha — oOecriedueHue
UH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUHN, COCTABIISIOMINX TOCYIapCTBEHHYIO TalHY.

OcHoBHOH 3amaueit B oOsactu wuHPopManuoHHON Oe3omacHoctn ['BJIOY mnpusHaer
COBEPILICHCTBOBAHME MEp M CpPEACTB OOECledYeHUs 3aluThl HH(pOpMaruy HWHPOPMAIMOHHBIX
pecypcoB I'B/IOY B koHTekcTe pa3BuUTHsl 3aKOHOJareiabcTBa Poccuiickont depepauuu U HOpM
perynupoBaHusi MH(POPMALMOHHON JAEATEIbHOCTH B TEKYLUIUMX YCIOBUAX (DYHKIHMOHUPOBAHMS
MH(OPMALIMOHHOTO MOJIS.

[Tpu pazpabotke [ToTUTHKH yYUTHIBAIMCH OCHOBHBIC MPUHIIUIBI CO3JJaHHUS CHCTEM 3aIlUThHI
uH(pOpMallMK,  XapaKTePUCTUKA UM  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-IPOTrPaMMHBIX CPEACTB 3alllUThl UH(pOpMALIUH.

B pamkax cBoeit gesrensHoctu ['BJIOY 00s3yercs npeanpuHuMaTh Bce BO3MOKHBIE MEPBI
JUTS 3alIMTHI HHPOPMANHUU OT yrpo3 0e30macHoCTH HH(POpMAIUH.

TpeboBanust wHGOPMAIMOHHON O€30MaCHOCTH, COOTBETCTBYIOT II€JIIM JEATEIbHOCTH
I'BAOY u npeanazHaueHbl 11 CHUKEHHUSI PUCKOB, CBSI3aHHBIX C peaju3aluei yrpo3 6€301nacHOCTH
uHpopmanuu.

[Tonutuka nocrynna Bcem padotHukam I'BJIOY u BceM nosib3oBaTenisiM ero pecypcos.

. IEJIU U 3ATIAYU OBECIIEYEHUS UH®OPMAIIMOHHON
BE3OITACHOCTH

Cy0bexTbl HHPOPMANMOHHBIN OTHOLICHHU I

Cy0nektamu npu obecnieuenun nnpopmannonHoit 6e3omacHoctu B 'BJIOY sBustores:

pabOTHUKHU CTPYKTYPHBIX MOJpa3AeTICHHI (B TOM YUCIE YBOJICHHbBIE);

rpaxzaaHe, paboTaoIlre Mo JOroBopaM IrpakJaHCKO-IIPaBOBOT0 XapaKTepa;

dbusznueckue mnuIA, TPEICTABUTENM KOHTPAreHTOB B paMKaX MCIIOJHEHUS JIOTOBOPHBIX
00513aTEJILCTB;

dbuznueckue nuia, noaasire oopamenue B aapec I'JI0Y,;

IOpUAMYECKHE JIUIA, B PaMKaX HMCIIOJHEHHUS JIOTOBOPHBIX 00S3aTENIbCTB MM BO UCIOJHEHHUH
TpeOoBaHUIl CO CTOPOHBI 3aKOHOAaTeNbeTBa Poccuiickoii Deneparuy,

OpraHbl TOCYJJapCTBEHHOH BJIACTH.

O0beKTh HHPOPMALMOHHBIX OTHOIICHUH

O6bexTamu HHPOPMALIMOHHBIX OTHOIIEHUH SIBIISIFOTCSI:

uHpopmannonnsie pecypcsl I'B/I0Y;

rocyiapcTBeHHble  MHGOpMaluMoHHbIE cucTeMbl  OmnepaTopoM  KOTOpBIX  SIBISIETCS
I'BIOY;

mporecchl  o0pabotku  wHbopmarmuu B uMHPopManuoHHbIX  cuctemax [ B0V,
WH(OPMAIIMOHHBIE TEXHOJIOTUM, pEerJIaMEeHThl W TpOLeAypsl cOopa, 0O0pabOTKH, XpaHEHUs
U niepeadu nHpopMaluu;

uH(popMalMoHHass HUH(PACTPYKTypa, BKIIOYAIOIIAs CUCTEMBI 00pabOTKH, XpaHEHHS
U aHalnM3a uH(popmalnuu, mporpaMMHbI€ U IPOrPAMMHO-AIapaTHbIE CPEJCTBA, B TOM YHCIIE KaHAJIbI
CBSI3U U TEJICKOMMYHUKALINY;

CUCTEMBI M CPEJICTBA 3AIIUTHI HH(OPMALIUU, OOBEKTHI U MTOMEILIEHHUS, B KOTOPHIX pPa3MeIleHbl
cpeacTBa 00paboTKU HHPOPMALIUH.



Heau o0ecneyennst UHPOPMALMOHHOI 6€30NACHOCTH

OcHoBHOHM 1enbl0  oOecniedeHus: WHopmanmonHo ©Oe3omacHoctrn ['BJIOY  sBastores
JeMCTBUSL HANpaBJICHbl Ha JOCTHKEHHE 3alIUThl CYObEKTOB WH(POPMALMOHHBIX OTHOIIECHHHA OT
BO3MOXKHOI'O HAHECEHHs UM MaTepHalIbHOro, (U3UYECKOro, MOPAJIBHOIO WM HHOro yuepoa,
MOCPEJICTBOM  CIy4aHOTO  WJIM  TPEIHAMEPEeHHOro  BO3JCHCTBHA  Ha  HH(pOpMAaIuio,
B TOM YHCJIE!

oOecrnieueHus OTKa30yCTOMYMBOTO (yHKIIMOHUPOBAHUS IPOrPaMMHBIX
1 annapatHo-nporpaMMubIx cpeAcTB ['BJIOY u nmpegocraBisieMbIX CEpPBUCOB;

COOJIIOJICHHsSI TIPABOBOTO PEXHMa HCIOJNB30BaHUS MAcCCHBOB M CPEACTB  00pabOTKH
nHpopmanuu;

NpPEJOTBPALICHUS peaIu3aluud Yrpo3 0e30macHOCTH HMH(OPMAIMM TpPU  OCYHIECTBICHUU
nestenpHoctu I'BOY.

3agaun obecneyeHust HHPOPMALMOHHOM 0€30NIACHOCTH

JocTwkenue neneit odecrneueHust MHGOpMaMOHHON 06€30aCHOCTH U CBOMCTB MH(OpMaIuy,
I'BAOY pemaercs caeayronMMU 3a/1a4aMu:

3allUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MHPOPMALMOHHBIM pecypcam;

pasrpaHuueHHs JOCTyIa MOJb30BaTeNeld K WH(POPMALMOHHBIM, allapaTHBIM, TPOTPAaMMHBIM
Y UHBIM pecypcaM;

perucrpaly M NEpPUOAMYECKOTO KOHTPOJs JAEWCTBUH IOJb30BaTeneld mpu o00paboTke
3anUImaeMoi HHGpOpMaIK U IEPUOTUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUH;

KOHTpPOJISI LIEIOCTHOCTH CpeAbl HUCIOJHEHHS NIpOrpaMM M €€ BOCCTAaHOBJIEHHUE B Ciydae
HapyILICHHUS;

olecrieyeHUss ayTeHTHU(DUKALUMU U HMJIGHTU(UKALMU  [0JIb30BaTENeH, Y4aCTBYIOLIUX
B MH(OPMaLlMOHHOM OOMEHE;

o0ecrieueHus WCIIPABHOCTHU IIPUMEHSIEMBIX B MH(POPMALIMOHHBIX CUCTEMAX
I'BAOY cpencts 3amuTsl H”HGOPMAILUY;

CBOEBPEMEHHOTO BBISIBIEHHE MCTOYHHUKOB YIpo3 0€30MacHOCTH HMH(pOpMAIUK, NPUYHH
U YCIOBHMH, CIIOCOOCTBYIOIIMX  HAHECEHUIO  ymiepOa  3aMHTEPECOBAaHHBIM  CyObeKTam
MH(OPMALIMOHHBIX OTHOLIEHHUI;

CO3JIaHUEM CJIy’KObI MOHUTOPHUHIA M pearupoBaHMs Ha yrpo3bl O€30MacHOCTH MH(POpPMaLUU
Y HETaTUBHBIE M1OCIIEICTBUS,

CO3JIaHMEM YCIIOBHMH JUIsi MUHUMU3AI[MM HAHOCUMOTO yIliepOa HelpaBOMEPHBIMH JIeHCTBUAMH,
U yCTpaHEHUE NOCIeACTBUM HapyleHust tHpopMmalmonHoit 6ezonacHoctu B I'BJIOY.

Pemenue BoimenepeuncinenHsix 3aa4d B ' BJIOY ocyiecTsisieTcs mocpeacTBOM:

yueTa BceX MoJIekalluX 3alnuTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JIEHCTBUI MepcoHaa, OCyLIECTBISAIONIEr0 00CIyKUBaHUE U MOAU(DUKALIUIO
IIPOrPaMMHBIX U IPOTPaMMHO-aNNapaTHBIX CPEICTB UH(POPMALIMOHHBIX CUCTEM;

periaMeHTalnuu mporeccoB 00paboTku wuHpopmanmu, aedcTBuil padorHukoB I'BJIOY,
OCYIIECTBIISIONIMX 3KCIUTyaTallli0 IPOrpaMMHBIX U IIPOrPaMMHO-AIIIAPATHBIX CPENCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3alMOHHO-PACIIOPSIUTENBHBIX JOKYMEHTOB M0 3aluTe HH(pOpMaLnH;

Ha3HAa4YeHUs U MOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aLMIO U OCYIIECTBICHHUE
MEpONpHUATHIA IO obecnieueHunto nHpopmaMoHHoi 6e3onacHoct B 'BJIOY;

HaJeNIeHUs] KaXJoro paOOTHMKAa MHHHUMaJIbHO HEOOXOAMMBIMH TIpaBaMu TIpu padoTe
B MH(POPMALMOHHONW HHPPACTPYKTYpPE COTIIACHO UX JOKHOCTHBIM O0S3aHHOCTSIM;

COOJTIOJIEHHS] BCEMH Pa0OTHUKAMHM, SKCILTyaTHPYIOIIUMH U 00CTY>KUBAIOLUMH TIPOTpaMMHBIE
U [pOrpaMMHO-aIlIapaTHbIE  CPEACTBa, TpPeOOBaHM  OpPraHU3ALMOHHO-PACHOPSIAUTEIBHBIX
JIOKYMEHTOB TI0 BOTIpocam obecrieueHrss HHPOpMaInoHHON 0€3011acCHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)J0T0 pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOIIETO
B paMKaX CBOMX (DYHKIIMOHAQJIBHBIX OOS3aHHOCTEM B Ipoleccax aBTOMaTU3UPOBAHHON 00pabOTKH
UH(OPMALIUU ¥ UMEIOIIETO JOCTYI K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

peanu3ayell TEeXHOJIOTHYECKUX IPOLEcCOB 00pabOTKH WHGPOpPMALMU C HCIOJIb30BAHUEM
KOMIUJIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKMX MEp 3allUThl MPOrpaMMHOIO  obOecredeHus,
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MIPOrPaMMHO-AIAPATHBIX CPEJICTB;

OPUHITHS Mep M0 oOecreueHnto (U3NYEeCKONH MEIOCTHOCTH MPOTPAMMHO-AMITAPATHBIX
cpelacTB MH(GOPMALMOHHBIX CHCTEM U MOJAJEpKaHHEM HEOOXOJUMOro YPOBHS 3aIIMIEHHOCTH
KOMITOHEHTOB;

UCIIOJIb30BaHUsI MPOTPAMMHBIX U MPOTPAMMHO-AMITAPATHBIX CPEJCTB 3aIIUTh WH(GOpMAITUU
obpabarsiBaemoM B ['BJIOY 1 aqnMUHHCTPAaTUBHON TOIEPIKKOIM MX UCIOIb30BAHUS,

KOHTPOJISI ~ COOJIIOJIEHUSI  TOJb30BaTEeNIIMU ~ HMH(DOPMALIMOHHBIX  CHUCTeM  TpeOoBaHUi
1o o0ecreyeHn o HHPOPMaIMOHHON 0€30aCHOCTH;

npoBeJeHus aHanu3a 3(Q(HEKTUBHOCTU MPUHATHIX MEP 3alIUTHl HHPOPMAIMK U IPUMEHIEMBIX
cpencts 3anuTel uHGopManuu B ['BJIOY;

pa3paboTKW U peaau3aluu MNPeJIOKEHUI 10 COBEpIICHCTBOBAHUIO CHUCTEM  3allUThl
undopmanuu B '6/JOY.

I11. IPUHIUIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

ObecnieueHne MHPOPMAIIMOHHON 0€30MaCHOCTH, JOKHO OCYIIECTBISTHCS B COOTBETCTBUU
CO CJIEYIOUIMMHU OCHOBHBIMU IIPUHLIUIIAMU:

IIpuHIMT 3aKOHHOCTH

[Tpu BBIOOpE MEpONPHUATHH MO 3ammTe WH(GOPMAINHU, JOIDKHO COONIOIAThCS JEHCTBYIOIIEEe
3akoHoAaTenbcTBO Poccuiickoit @eneparuu B chepe 3amuThl HHGOPMALIUH.

Bce paboOTHUKHM OJDKHBI MMETh TPEACTaBICHUE 00 OTBETCTBEHHOCTH 33 MPAaBOHAPYIICHUS
B cepe 3amutel uHpopMaruu. [IporpammHo-anmapaTHbie cpeactBa, npumensiembie B B0V,
JOJDKHBI MMETh COOTBETCTBYIOIIME JIMIICH3WH, O(UIMAIBHO MPHOOPETAThCS y IMpEICTaBUTEICH
pa3pabOTUMKOB ATUX CPENICTB WU SBISATHCSA MHTEIUIEKTYyanbHOU codcTBeHHOCThIO ['BJIOY.

IIpuHUUD cucTeMHOCTH

[Tpu co3maHuu CUCTEMBI 3alIUTHl JOJDKHBI YUYUTHIBATHCSA aKTyajbHbIE YTPO3bl 0€30MaCHOCTH
uH(pOpMalii, BO3MOXKHbIE OOBEKThl M HANpaBICHHUS aTaKk HAa HEE CO CTOPOHBI HAPYLIUTENIEH.
Cucrema 3amMTBl JIOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KaHAJIOB YTEUKU
uH(pOpMallK, HO U C YYETOM BO3MOKHOCTHU MOSIBICHHS HOBBIX YS3BUMOCTEH B NPOrPaMMHOM
o0ecreyeHn .

IIpuHUIHN KOMIIJIEKCHOCTH

KommiekcHoe HCosib30BaHUE CPEACTB 3allMThl HHGOPMAIMK MPENoiIaraeT CorjlacOBaHHOE
IPUMEHEHUE NPU NMOCTPOSHUH IIEJIOCTHON CHCTEMBI 3allUThl, IEPEKPHIBAIOIIEI BCE CYIIIECTBEHHbIE
yrpo3bl 6e30macHOCTH MHGOpMaIMK. 3aliuTa J0JDKHA CTPOUTHCS 3lIeloHHpoBaHO. Pusnyeckas
3aluTa J10JKHA o0ecnieunBaTbes GU3MUECKUMHU CPEJICTBAMU M OPTaHU3allMOHHBIMU MEpaMH.

[Tpu mocTpoeHnu, BHEAPEHUH U HKCIUTyaTallMM CUCTEMBI 3alllUThl HHPOPMALIUU PYKOBOJICTBO
I'BAOY obGecneunBaer ycnoBuss [uist A(G(GEKTUBHON KOOpIMHAIMM JAEMCTBUM BCEX JIUI,
obecrneunBarOMmuX NHPOPMAITMOHHYIO 0€3011aCHOCTb.

IIpuHIUI CBOCBPEMEHHOCTH

Pa3zpaboTka cucteMsl 3alMThl MHGOPMALUU JIOJHKHA BECTUCH MapajulelbHO C pa3paboTKon
U UHGOPMALMOHHOM  CHUCTeMbl. OITO  TO3BOJUT y4yecTb TpeOoBaHHA  O€30MacHOCTH
Opyd TNPOEKTUPOBAHUM AapXUTEKTYyphl M, B KOHEYHOM cyeTe, co3Aarh Oonee 3PQPeKTUBHBIC
MH(OpPMalLMOHHBIE CHCTEMBI, 00J1aat0IINe JOCTATOYHBIM YPOBHEM 3aIIUIIEHHOCTH.

IpuHIUN NpeeMCTBEHHOCTH

[TocTossHHOE COBEpPILIEHCTBOBAaHHE MEp M CPEACTB 3alUThl MHGOpPMalMd Ha OCHOBE
IIPEEMCTBEHHOCTH OpPraHU3allMOHHBIX M TEXHUYECKUX PEIICHUM, KaJApOBOIO COCTaBa, aHAIM3a
(GYHKIIMOHUPOBAHUST MH(POPMAIIMOHHBIX CHCTEM W CHUCTEMBI €€ 3allUThl C Y4e€TOM H3MEHEHUI
B METOJaX M CpeAcTBaX IepexBara HH(POpMalMM, HOPMATHBHBIX TpPeOOBAHUN IO 3alIUTE
uH(pOpMaLIUH.

IpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3aTpaT Ha obOecrieueHne MHGOPMAIIMOHHON 0€30MMacHOCTH M IIEHHOCTH
UHPOPMALIMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXKHOTO ymepda OT UuX pasriameHus,



YHUUTOXKEHUS U UCKaXKEeHUs. Vcrob3yemMble MEPHI M CPEICTBA 3aIUTHI HH(OOPMAIIUK HE JTOJKHBI
YXYIIIaTh 3pTOHOMHUYECKHUE TIOKA3aTeIM KOMIIOHEHTOB HH()OPMAITMOHHBIX CHCTEM.

I[IpUHIKN 0TBETCTBEHHOCTH

Bo3noxeHne 0TBeTCTBEHHOCTH 3a o0ecredeHrue 0€301macHOCTH HHPOpMaIUK U ee 00paboTKu
Ha KaXJI0ro pabOTHWKA B Mpelenax ero MOJHOMOYHHA. B COOTBETCTBHHM C STUM MNPHUHIMIIOM
pacnpeneneHde MpaB W 00sS3aHHOCTEH PAOOTHUKOB CTPOMTCS TaKMM OOpa3oM, 4TOOBI B Cllydae
T000T0 HApYIICHHSI ObLT U3BECTEH HAPYIIUTENb.

IpyuHOMI 000CHOBAHHOCTH U TEXHUYECKOH peain3yeMoCTH

WudopManinoHHble TEXHOJIOTHH, TPOTrPAMMHBIC U IIPOTPAMMHO-ANIAPaTHBIC CPEACTBA, MEPHI
3amUThl MTHGOPMAIMKM JIOJDKHBI OBITh PEaIM30BaHbI 10 COBPEMEHHBIM PEHICHUSIM, 00OCHOBaHBI
C TOYKH 3PEHUS TOCTHKCHHS 3aJaHHOTO YPOBHS 3aIIUIICHHOCTH WHPOPMAIIUN U IKOHOMUYECKOU
[IEJIECOO0PA3HOCTH, a TaKXKE COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM U TpeOOBaHUAM
1o 6e301acHOCTH HH(POPMALIUH.

IIpunun npogeccnonamu3mMa

Peanuzanuss mMep 3amuThl MHPOPMAIMM W IKCIDTyaTalusi CPEJICTB 3allUThl HH(DOpMAIHH
JOJIKHA OCYHIECTBIATHCS MPOQECCHOHAIBHBIMU CIIEIIMATUCTAMH.

[TpuBiieueHNE CHICIIMATM3UPOBAHHBIX OPTAHU3AIMIA K pa3paOd0TKe CPEJCTB U peallU3aliud Mep
3auUThl UHQOpPMAIMK, MOATOTOBIEHHBIX K KOHKPETHOMY BHY ACSITENBHOCTH MO OOECIIEYCHHIO
0e30MmacHOCTH MH(POPMAIMOHHBIX PECYpPCOB, HMEIOIIMX OIBIT MPAKTUICCKONW PabOThI U JIMIICH3UH
Ha MPaBO OKa3aHUs YCIYT B 3TOM 00JIacTH.

IpuHIUN MUHAMHA3AIUH TPUBHJIETHIT MOIb30BaTeNel

OO0ecnieyeHue Moab30BaTeel MPUBUICTUIMH MUHUMAJIBHO JIOCTATOYHBIMH JIJIsI BBITIOJHEHUS
MMM CBOMX JOJDKHOCTHBIX 00s3aHHOCTel B 'BJIOY.

IV. OCHOBHBIE TPEBOBAHUA 110 3AIUTE UHOOPMALIMN
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3ammThl MHGOpMAIMM JOJDKHA MPEAYCMAaTPUBATh KOMIUIEKC OpraHU3allMOHHBIX,
IPOrPaMMHBIX M MPOrPaMMHO-ANIApPaTHBIX CPEICTB M Mep IO 3aluTe MH(OpMaluu B Ipoliecce
ee 00paboTKH.

Boinonnenue TpeGoBaHMN TOCTUraeTCs 3a CUET peav3allMi Ha 00beKTax MH(pOpMaTU3aluu
Mep 1O 3aluTe HHPOPMaLUK:

UACHTU(DUKAIMY U ayTeHTU(UKAMU CYyOBEKTOB 10CTYIAa M OOBEKTOB JIOCTYIIA,

YIIPaBJIEHUIO IOCTYIIOM CYOBEKTOB JIOCTYIa K 00bEKTaM JA0CTYIa;

OTpaHUYEHUIO IPOIPAMMHOM cpebl;

3alUTe MAIMHHBIX HOCUTENEH MepcoOHabHBIX JaHHBIX;

perucTpanuu coObITHII 0€30MTaCHOCTH;

AQHTUBUPYCHOM 3aIIUTE;

00HApPY>KCHHUIO BTOP)KCHHUIA;

KOHTPOJIIO (aHAJIM3Y) 3alMIIEHHOCTH EePCOHANBHBIX JIaHHBIX;

00ecneveHnIo IeT0CTHOCTH HH()OPMALIMOHHON CUCTEMBI M TIEPCOHATBHBIX JTAHHBIX;

00€CTeYeHNIO JJOCTYITHOCTH MEPCOHANIBHBIX JTAHHBIX;

3aIlUTHI CPEIbl BUPTYaTU3aLIUU;

3aIUThl TEXHUUECKUX CPEACTB;

3alUThl UHGOPMALITMOHHON CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3M U NEpeaul JaHHBIX;

BBISIBJICHUIO MHIIUCHTOB U pearnpoBaHie Ha HUX;

yIpaBieHUI0 KoHuUrypauue HUHOOPMALIMOHHOM CHUCTEMBI W CHUCTEMBl  3alUThI
NEPCOHAIBHBIX JaHHBIX.

I'BAOY, xak oOmanatens UHGOPMAUMU OTPAHMYEHHOTO JOCTYMAa, MPU OCYLIECTBICHUU
CBOMUX IIpaB 00513aHO:
coOJII01aTh MpaBa U 3aKOHHbIE HHTEPECHI MHBIX JIUL;
NPUHUMATh HEOOXOAUMBIE MEPHI 0 3aLTUTE HHPOPMALINH;



OTrpaHUYMBATH JOCTYN K HMHQOpPMALUH, €CIM Takas oOON3aHHOCTh YCTaHOBJIEHA
3aKoHoJaTenbcTBOM Poccuiickoit denepanuu.

B Ttom wuumcne I'BJIOY, BmopaBe eciu HHOE HE MPEIYCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoit deneparuu:

pasperiaTh Wik OrpaHHYUBATh JOCTYII K HH(OPMAIIUH, OTIPENIENIATH HOPSI0K U YCIOBHS TaKOTO
JIOCTYIIA;

UCIIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepegaBaTh HMHQOpPMAMIO JPYTMM JIMLAM Ha YCTAHOBJIIEHHOM 3aKOHOJATENIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;

3alMIIATh YCTAaHOBJIICHHBIMH 3aKOHOJAaTeNbcTBOM Poccuiickoit denepaunu crocodamu cBou
npaBa B Cllydyae HE3aKOHHOTO MOJY4YEeHHs HMH(OpMAIMHM WM €€ HE3aKOHHOTO HCIIOIb30BaHUS
WHBIMU JINLIAMU;

OCYILECTBIISITh MHBIE JCHCTBUS ¢ HMH(OpMAanMend WM pa3pemarbh OCYIIECTBICHHE TaKUX
NEHCTBUI, ecli OSTU JEHCTBUS HE TMpoTHBOpedaT (QenepalbHbIM 3aKOHaM M JAPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3amuTta HWHQOpPMAIMM  OTPAHUYEHHOTO JIOCTYNa MpEeACTaBiseT co0oil  mpuHSATHE
OpraHU3al[MOHHBIX U TEXHUYECKUX MEp, HAIIPAaBJIECHHBIX Ha:

coOnrofeHre KOHQUIACHIMATFHOCTH HHpOpMAIK (MCKIIOYEHHE HEMPaBOMEPHOTO JIOCTYyIa,
KOTIMPOBAHUS, PEIOCTABICHUS WIIM PACTIPOCTPAHEHUS HH(OPMAIIHHN);

o0ecrieyeHne 1eI0CTHOCTU H(OpMaluu (UCKIII0UEHHE HEPABOMEPHOTO YHUYTOKEHUS
WA MOJU(PHUIMPOBAaHUS HH(DOPMAIUH);

peanu3anuio mpasa Ha AOCTYI K UHQOpMalKK (MCKIIOYEHHE HETPaAaBOMEPHOT0 OJIOKHUPOBAHUS
uH(popManun).

CpeactBa 3amuThl UH(DOPMALIUKA BHEAPSIOTCS MO pPe3yabTaTaM MPOBEICHUS OILCHKU PHUCKOB
MH(OPMaLlMOHHON O€3011aCHOCTH.

Oprannsanus 3amuTsl HHGOpManun

[Tpu opranmzauuu B I'BJIOY 3ammrtsl mHbOpManuu, AOKHBI BBINONHATHCS TpPeOOBaHUS
@enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHpopmanuu, HHGPOPMALMOHHBIX
TEXHOJOTHSIX M O 3aliure HH(OpMaluu», KOTOPbIE PETYJIHUPYIOT OTHOILIEHHUS, CBS3aHHbIE
C YCTAHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM PexrMa 00paboTKH 3amuiaeMoil HHGOpMaIHH.
B tom uucne tpeboBaHus 0 3ammTe MHGOPMAIMU, HE COCTABJISAIONIEH IOCYylIapCTBEHHYIO TalHY,
coJepxalieiics B TOCYAapCTBEHHBIX HH(POPMALMOHHBIX CHCTEMax YTBEpXKJIEHHbIE MPUKA30M
OCTIOK Poccun ot 11.02.2013 Ne 17 «OO0 yTBepkaeHUH TpeOOBaHUN O 3amMTe HWH(OPMAINH,
HE  COCTAaBJIIOIIEH  TIOCYAApCTBEHHYIO  TaliHy, COZAEpXkalleldcs B TOCYAAPCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEMAax» Il TOCYJapCTBEHHbIX HH(MOPMAIMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY sBasiercs OnepaTtopoMm.

B I'BIOYe noMumo peanu3aiiui OCHOBHBIX MEp 3aIUThl HH(POPMAIIUU OCYIIECTBISETCS

peryiasipHas  OIEHKa M  yIpaBlieHHEe pHUCKaMU  HH(GOPMAIMOHHOM  0e30MacHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMU MPOLIEAYPAMU B 00JIACTH YIPABIICHUS PUCKAMU;

UH(POPMHUPOBAHUE, o0yuyeHue u MOBBILICHNE KBaJTM(PHUKAILIUN pabOTHUKOB
I'BAOY B chepe nndopmamoHHOM 0€30MMaCHOCTH;

MeToAMYecKass IMOMOIb pab0OTHHKaM B Bolpocax oOecrnedeHus HHPOPMALUOHHOM
0€30I1aCHOCTH;

aHaJIU3 ¥ MOMCK BO3MOXKHOCTEH 110 MOBBILICHNIO YPOBHS 3aIIUIIIEHHOCTH WH(POPMAIINH.

Hns opraamzanuu 3amutel nHGopmaruu, ['BJIOY BnpaBe mpuMEHSTh CpeaCTBa U METOJBI
TEXHUUYECKON 3alUThl, NPEANPUHHUMATh JpYTHe, HE NPOTUBOpPEYAIME 3aKOHOAATEIbCTBY
Poccuiickoit denepaiuu, Mepsbl.

B pamkax oOecrieueHMs 3alUThl THPOPMALIMHU, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOXOMMO
03HAKOMUTbH MOJI POCIHUCHh PAOOTHHUKOB, JOCTYI KOTOPHIX K MH(GOPMAIIMU OTPaHUYEHHOTO JOCTYIIA,
HEO0XO0/IUM JUTSI BBITMIOJIHEHUS] UMH CBOMX JIOJDKHOCTHBIX O0S3aHHOCTEH, ¢ rmepeyHeM MHpopManuu
OTpaHWYEHHOTO AocTyna, ¥ npuHaThiMu B 'BJIOY Mepamu 3amutel nHbOpMAaIUn.

Oco0eHHOCTH 32U THI NEPCOHATBbHBIX TaHHbBIX
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[Ipu opranmzanuu o6padotkn B ['BJIOY nepcoHanbHBIX JaHHBIX  HEOOXOAUMO
PYKOBOJICTBOBaThCsl  TpeOoBaHusiMu DexepanpbHoro 3akoHa oT 27.07.2006 Ne 152-03
«O TepCOHABHBIX JTaHHBIX).

Ilepeuenr Mep, BbIMOJMHEHHE KOTOphIX oOecneunBaeT ['BJIOY B kaudecTBe omeparopa
MEPCOHAIIBHBIX JIAHHBIX, TOJKEH BKIIOYATh:

HazHaueHue B ' BJIOY oTBeTCTBEHHOTrO 3a OpraHu3anuio 00padOTKU MEPCOHATBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACISIONINX MPaBUIa B OTHOIMIEHUU 00paOOTKH MEPCOHATBHBIX
nanubiXx B ['BJIOY, nokanpHBIX aKTOB O BOMpocaM 00padOTKH NMEPCOHAILHBIX JTaHHBIX

NPUMEHECHUE OpPraHU3allMOHHBIX M TEXHUYECKUX MeEp MO0 O00ecledeHHo Oe30MacHOCTH
MIEPCOHAIILHBIX JIAaHHBIX B COOTBETCTBHHM cO cratbeir 19 denmepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaIbHBIX TaHHBIXY,

BBITNIOJIHEHHE TPEOOBAHUMN 110 COCTABY M COJEP>KAHUIO OPraHU3aMOHHBIX U TEXHUYECKUX MEp
1o oOecredyeHuIo 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPH MX 00paboTke B MH(POPMAIMOHHBIX
CUCTEeMaXx MepCOHANbHBIX NaHHBIX yTBepkAEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpXKJICHUHM COCTaBa W COJEPKAHUS OPraHW3AIMOHHBIX W TEXHUYCCKUX Mep I10
obOecrieueHnI0 0E30MACHOCTH TEPCOHANBHBIX JAHHBIX MPH UX 00paboTke B MH(POPMAIMOHHBIX
CHUCTEMax MEPCOHATBHBIX JTAHHBIX),

OLICHKY Bpe€Ja, KOTOPBI MOXET OBITh MNPUYUHEH CYOBEKTaM IEePCOHATBHBIX JaHHBIX
B cinydyae HapymeHus PenepanmpbHoro 3axkoHa No 152-D3, cooTHOmIEHHE YKa3aHHOTO Bpena
U MPUHUMAEMbIX OMNEPaTOPOM Mep, HANpaBICHHBIX Ha OOecleueHUE BHIOTHEHHUS O0S3aHHOCTEH,
npenycMorpeHHsix degepanbabiM 3akoHOM Ne 152-D3;

o3HakomsieHne pabotHukoB ['BJIOY, HemocpeACTBEHHO OCYHIECTBISIIOMINX O0pabOTKY
MEPCOHAJIbHBIX  JAHHBIX, C I[IOJOXEHUSAMHU 3aKoHoAaTenbcTBa Poccuiickonn ~ ®Penepauuu
0 TEPCOHAIBHBIX JAaHHBIX, B TOM 4YHCIE TPEOOBAHHSAMH K 3allUTE MEPCOHAIBHBIX JAHHBIX,
JTOKyMeHTamu, ompexaerstomumu TpedoBanus ['BJIOY B oTHOmEHWH 0OpaOOTKU TMEPCOHATBHBIX
JTAHHBIX U 00y4YeHHE, TPU HEOOXOIMMOCTH, YKa3aHHBIX PAOOTHHKOB.

OGecnieyenune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

ompefieieHueM  yrpo3 U HapymuTened  0e30MacHOCTH  TMEPCOHANBHBIX  JIaHHBIX
pu UxX 00paboTke B UH(POPMALIMOHHBIX CHCTEMaX MEPCOHATIbHBIX TaHHBIX;

ONpENEJICHUEM YPOBHS  3AlIMIIEHHOCTH TNEPCOHAJIBHBIX JAHHBIX B  COOTBETCTBUH
¢ TpeboBanusmu [loctanosnenus [IpaButensctBa Poccuiickoit @eneparmm ot 01.11.2012 Ne 1119
«O06 yTBepkIeHWU TpeOOBaHUN K 3allUTe TMEPCOHAJIBHBIX MJAHHBIX TpU UX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAaX NMEPCOHATBHBIX JTAHHBIX,

MPUMEHEHUEM NPOLIEAIINX B YCTAaHOBJICHHOM MOPSAKE MPOLEAYPY OLEHKH COOTBETCTBUSA
CPEJCTB 3alUThl HH(OPMaLUK;

OIIEHKOM 2(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alIUTe MEPCOHATBHBIX JaHHBIX JO BBOJA
B AKCIUTyaTaIui0 MHPOPMAIIMOHHON CUCTEMBI IEPCOHATBHBIX JTAHHBIX;

BOCCTAaHOBJICHMEM TEPCOHANIbHBIX JAHHBIX, BCIEACTBUE MOITYUYEHUs HECAHKIIMOHUPOBAHHOTO
JIOCTYTIa K HUM;

YCTaHOBJCHHEM TMpaBWJI JOCTyMa K TEPCOHAIBHBIM  JIaHHBIM, 0OpabaThIBaeMbIM
B MH(GOPMAIIMOHHBIX CHUCTEMax IEePCOHANBHBIX JaHHBIX, a TaKXKe OOECIEeYCHHUEM PErHCTpPalUH
U y4deTa BCeX JCMCTBHIA, COBEPIIAEMBIX C IEPCOHATBHBIMU TaHHBIMHU B MHPOPMAITHOHHBIX CUCTEMAaX
MEePCOHATBHBIX JaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMUA MEPaMH T10 3aIlUTe TEPCOHATBHBIX JaHHBIX U OMPEIEICHHOTO
YPOBHSI 3alllMIIEHHOCTH HWH(GOPMAIIMOHHBIX CHCTEMax TEePCOHAIBHBIX JJaHHBIX B TpoOIecce
€€ JKCIUTyaTaluH.

V. OCHOBHBIE TPEBOBAHMUS K IPOUECCAM OBECIHHEYEHUA
NH®OPMAIIMOHHOHN BE3OIMMACHOCTH

MeTtoauueckoe pyKOBOJICTBO, pa3pabOTKy pelieHul Mo 3aluTe HHPOpMAaIH, COTIaCOBaHUE
BbIOOpa CPEJCTB BBIYUCIUTENFHOW TEXHUKH, MPOTPAMMHBIX U MPOrpaMMHO-AINAPATHBIX CPEICTB
3alUThl HHGOPMAIUU, OPraHU3alKi0 paboT MO BBISBICHUIO BO3MOXKHOCTEH U MPEIyNpeXISHUIO
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YT€YKH M CBOWCTB 3allMIIaeMold HMHPOpPMALUHU, aTTeCTalMi0 OOBEKTOB HH(POPMATHU3AINH
OCYILIECTBJISIFOT KOMIIETEHTHBIE CTPYKTYpHBIE ToApazaenenus ' BAOY.

Puznyeckas 0e30MaACHOCTH

[IpuHsTHIE OpraHuM3allMOHHBICE W TEXHUYECKUE Mephl 1o 3anmre nomemenuit ['BAOY,
CepBEPHOTO M KOMMYTAIlMOHHOTO OOOpYIOBaHHWS, AaBTOMATH3MPOBAHHBIX pabOYMX MECT
nosib3oBareseil nudopmarmonHeix cucreM ['BJIOY obecrieunBarOT peasn3aiuio CICIYIOIIMX MEp
1o:

pasrpaHu4eHHI0 jgoctyna paboTHukoB B momemeHus ['BJIOY B cooTBercTBHM ¢ HX
MOJTHOMOYHSIMH U JIOJDKHOCTHBIMH OOSI3aHHOCTSIMU;

peructpauuu (akToB BXOAa PaOOTHHKOB B IMOMEIICHHUS B KOTOPBIX BeAeTrcs oOpaboTka
MEPCOHANIbHBIX JIAHHBIX;

KOHTPOJIMpyeMOMY TpeObiBaHuto noctopoHHUX Jinil B I'BJIOY B momemienus, B KOTOPBIX
BezieTcsi 00paboTka MH(GOPMAIMKM OTPAHUYCHHOTO JOCTYNA M pa3MEIIeHBbl anmapaTHble CPeiICTBa
UH(}OPMaLIMOHHON CUCTEMBI,

OpTaHM3aINH PEKIMa KOHTPOIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00paOOTKH HH(OPMAIIHH.

[Tomemenuss ['BJAOY nmomkHbl ObITH 00OpYHOBaHBI JETEKTOPAaMHU OTHS U JbIMA,
OTHETYLIUTENIMHA, CUCTEMaMU KOHIWIMOHUPOBAHUS BO3[yXa, CPEACTBAMU OXPaHHO-NI0KAPHOU
CUTHAJIM3ALUU.

OcHoBHOE cepBepHOE U KoOMMyTarmoHHoe obopyaoBanue I'bBJIOY nomkHO OBITH 3aIUIEHO
oT mepeboeB B MMOAaue DJIEKTPOIHEPTUU MYTEM MOJKIIOYEHHsS] K DJIEKTPOCETH C MPUMEHEHHEM
HUCTOYHUKOB OecriepeOOMHOr0 MUTAaHUS M PE3EepBHOrO  Ju3eib-reHeparopa. McrouHuku
OecriepeOONHOr0 MUTAHUS HEOOXOAUMO PETYISPHO TECTUPOBATH U MPOBEPITH YHOIHOMOYEHHBIM
pabotHukam ['BJIOY B cOOTBETCTBUU C pEKOMEHAALUAMHU TPOU3BOIUTENS.

[lopraTuBHBIE TEXHMYECKHE CpEICTBA HE JOJDKHBI  OCTaBaTbCAd 32  IpEAesIaMH
koHTposipyemoni 30ub1 [ BZIOY 6€3 kouTposist co ctoponsl padotaukos 'BJIOY.

Bbe3onacHocTh Ha paGodyeM mecTe

3anpemiaercss BECTH 3allCh Mapojied B OTKPHITOM BHUIE Ha MaTepHaJbHBIX HOCHUTEI,
3a UCKJIIOUYEHUEM CIIy4YaeB, PErJIaMEHTUPOBAHHBIX METOJOB XPAHEHHUS.

JIOKyMEHTBl U HOCUTENIN C HH(OpMalMed OrpaHMYEHHOTO JOCTYyNa JOJKHBI YOHpaThCcs
B omeuyaTbiBaeMble MecTa (ceiidbl, mkadpl ©u T.aI.), NOpH yXxoie c¢ pabodero mecra.
Ha aBTomMaTusupoBanHom pabodyem mecte [lonb3oBarens pabodast ceccusi JoJKHa OBITH NpEpBaHa,
paboumii cron 3abrmokupoBaH. Bxon monb3oBarenst B CUCTEMY HE JOJKEH BBIOIHSITHCS
ABTOMATUYECKHU.

JlokyMeHThI, coepxamue HWHPOPMAIMIO OTrPAaHMYEHHOTO JOCTYyMa, JOJDKHBI —Cpasy
U3bIMAThCSl W3 T€YaTaloUMX YCTpOHCTB. g yTUiIM3auu KOH(QUICHIMAIBHBIX TOKYMEHTOB,
JIOJKHBI  MCIIOJIB30BaThCSl YHUUTOXHUTENM JOKYMEHTOB HE HUKe 4 YpOBHS 1O CTaHAApTy
0€30MacHOCTH, IPUMEHSIEMOMY K YHUUTOXKHUTEISAM JOKYMEHTOB.

[Ipy wucnonb30BaHUM MOOWJIBHBIX TEXHHYECKHUX CPEICTB HEOOXOOMMO  COOM0IaTh
JIOTIONTHUTEIbHBIE MEphl 10 pPErjaMeHTallud W KOHTPOJI HCIOJIb30BaHUS B HH(POPMAIIMOHHOM
CUCTEME MOOMITbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTeleld IOPUAMYECKUX JIUI[ B paMKax MCIOJIHEHUS JOTOBOPHBIX
00s3aTeNbCTB B TMOMEMICHUSX B KOTOPBIX BeleTcs o0paboTka HHGPOpMAIMU OTPaHUYCHHOTO
JocTyna UH(QOPMAIIMOHHOM CHCTEMBI, BO3MOKHO TOJIbKO B COIpoBOXkAeHHU paboTHuka ['BJIOY
JIOIYLIIEHHOTO J10 00pa00TKH Takoi HHpOpMAaIIHK.

Pa3merienne TEeXHHUYECKHMX CpPEICTB BbIBoJa HH(opmammu B nomemeHusx ['BJOY
IOPOU3BOJUTCS C YYETOM HCKJIIOUEHHUS BO3MOXKHOCTH BH3YaJIbHOTO IPOCMOTpa HHGPOpPMALUU
MOCTOPOHHUMH JIMIIaMU M paOOTHUKAaMH, HE TOMYIIEHHBIM K padoTe ¢ JaHHON nHpopManuei.

TexHUYECKHE CPEACTBAa JOJDKHBI pa3MEIMaThCs M XPaHUTBCS TaKUM OOpa3oM, YTOOBI
COKPATUTh BO3MOXKHBIM PUCK MOBPEXKACHUS U YTPO3bl HECAHKI[MOHUPOBAHHOT'O IOCTYTIA.

Texnuveckoe 00cay;KUBaHHe 000Py10BAHUS

Texnuueckue cpencrsa ['BJAOY nomxHbI NMPOXOAWTh HA PETYISPHOM OCHOBE CEPBUCHOE
00CITy’)KUBaHHE B COOTBETCTBUHU C PEKOMEHIALIMSAMH ITPOU3BOAUTENEH 000pyI0BaHHUS.
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PemoHT u cepBucHoe oOCITy)XHBaHHE OOOpPYIOBAHUS JIOJKHBI BBIMOJHATHCS TOJBKO
KBAJTM(PHULIUPOBAHHBIMU CIIELUAINCTAMH.

TexHuueckoe 0OCTyXHBaHHE OOOPYIOBaHHMS CTOPOHHMMH OPTraHU3ALUSMH HE JOJDKHO
IPUBOAUTH K PUCKY HapyIIEHUS KOH(PUICHIIMATBHOCTH 3aLUIAeMON HH(DOpMaIUH.

B3anmopneiicTBHe ¢ TPeTHUMH JTHLAMHA

B memsx obGecnedyenuss mHpopmanuonHoit Oe3omacHoct ['BJIOY mpu B3ammopeicTBUU
C TPETHUMHU JINLIAMH JOJKHO BBIIIOJIHATD CIIEIYIOIINE MEPOIIPUATHS 110!

3aKJIIOYCHUIO COIVIAIIEHUS O HepasIjalleHMM HWHQPOPMALUU OrPaHUYEHHOI'o JIOCTYIa
MIOJIyYEHHOM B XOI€ CTIOJTHEHUS IOTOBOPHBIX 0053aTENIBCTB,;

OCYILIECTBJICHUIO KOHTPOJSA 3a JACHCTBUAMH IPEACTABUTEICH KOHTPAareHTOB B IIPEHeiiax
KoHTponupyemoii 308bl [ BJIOY.

YnpasieHue ;KU3HEHHBIM LHMKJIOM HHPOPMALHOHHBIX CHCTEM

MeporpusTus B poIecce KU3HEHHOTO 1ukia nHpopMmannoHHbX cucteM ['BJIOY moimkHbI
ObITH HaIlpaBJIeHbl Ha oOeclieueHue 3aluThl UH(GOPMALMK IIPU BBOJE B ACHCTBUE, HKCIUTyaTaIUH,
COIPOBOXACHUYU U MOJICPHU3ALIMH, BEIBOAA U3 DKCILIyaTALVH.

OcHoBaHMeM @pHU pa3pabOTKe HH(MOPMALMOHHBIX CHUCTEM JOJDKHBI SIBISATHCS PELICHUS
NpUHATBIE Ha CcTaaud (QOpPMHPOBaHUS TpeOOBAHWH, conepKaliue TPeOOBAHUS B TOM YHUCIIE
[0 CHCTEME 3aIUThl UHPOPMALIUH.

JIroboe maHupyemMoe K BHEIPEHUIO U3MEHEHNE MH(POPMAITMOHHOW CUCTEMBI IPEABAPUTEIHHO
JOJDKHO ~ OBITh  MPOAHAJU3UPOBAHO HA  COBMECTMMOCTb U OTCYICTBUE  HapyLICHUH
paboToCIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPE/ICTB 3aIIUTHI HH(POPMAIIUH.

PaGoTsl 1o MojnepHu3anuu HMHGOPMALMOHHOM CHUCTEMbI, B TOM 4YHUCIE IO YCTaHOBKE
IPOTPAMMHOTO 0OecrieueHusi U OOHOBJICHUH, TOJKHBI IPOBOJUTHCS B HEpaboyee BpeMsl HITH BpeMs
HauMeEHbIIeH pabouel Harpy3Ku.

[Ipu BBIBOAE U3 3KCIUIyaTalMd HMHQOPMAIMOHHBIX CHUCTEM JOJDKHO 00ecreyrBaThCs
rapaHTHpPOBaHHOE ynajeHue oOpadaThIBaeMOM U XpaHUMON B HUX MH(OPMAIIUH C HCITI0JIb30BaHHEM
CPEJCTB T'apaHTHPOBAHHOTO YHUUYTOKEHHS HMH(OpPMALMM WIK MyTeM (PU3NYECKOr0 YHHUTOKEHUS
HocuTeneil nHpopMarum.

Bce mponemypsl oOecrneueHus 3amuThl  HUHGOpManuH, ycraHoBieHHble B ['BJIOY
B OTHOIIEHHMM HWH(POPMALMOHHBIX CHCTEM, JIOJDKHBI BBIOJHATHCA M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 32 OPTaHU3ALMI0 padoT MO 3aIuTe HHPOPMALUH.

KonTpoJs nocryna k HHpOpManMmOHHBIM CHCTEMaM

Bce pabotnuku I'BJIOY, nonymieHnsle k paboTe ¢ MHOOPMALMOHHBIMUA CUCTEMAMU HECYT
NEPCOHAIBHYI0 OTBETCTBEHHOCTh 33 HAPYIIEHHs YCTAaHOBJIEHHOIO TOpsijiKa 00paboTKU
uH(pOpMaLINH.

VYpoBeHb MOJHOMOUMH TMosb30BaTenss B HH(popmanuoHHoM cucteme ['BJIOY  nomxen
OTIPEAEINATHCSA B COOTBETCTBUH C €r0 JOHKHOCTHBIMU 00S3aHHOCTSIMHU.

Hoctyn none3oBateneit Kk nadopmaronHsiM cucreMaM ['BJIOY nomkeH KOHTPOJINPOBATHCS
aJIMHUHHUCTPATOPOM MH(OPMALIMOHHON CUCTEMBI.

OcylecTBIEHHE PETYISIPHOTO KOHTPOJIS BBIIOJHEHMSI OpraHU3alMOHHO-PACIOPAIUTENbHBIX
JIOKYMEHTOB, Kacaloluxcsl periaMmeHTanuu jpomycka pabotHukoB ['BJIOY k uHpopmanmoHHBIM
CHUCTEMaM.

HNnentudguxanusa u ayreHTUGUKALUA

Joctyn nosnp3oBareneid K MHGOPMAIMOHHBIM CHCTEMaM JOJDKEH MPEJOCTaBIIATHCS TOJIBKO
MoCJie YCHEIIHOTO 3aBepIICHUs UICHTU(PUKALIUY, AyTeHTUPUKAILIUIH.

[Tonydyenue monb3oBaTeieM HMMEHHM B HH(GOPMAIIMOHHOM CHUCTEME M MapoJis, KOTOpbIe
o0ecneunBaroT AOCTYI K HH()OPMALIMOHHON CUCTEME, TOJIKHO OCYIIECTBIISATHCS MO MPEACTABICHUIO
PYKOBOIUTEISL CTPYKTYPHOI'O MOAPA3ACIICHHUS.

YupasjieHue 10CTYIOM

B I'BIOY 10/mKHO OCYIIECTBIISATHCS YIpPaBICHHUE IOCTYNOM K HMH(OPMAIMOHHON cHCTEME
IOCPEJCTBOM pealu3alil HEOOXOJUMBIX METOAOB, THUIIOB M IpPaBWI pa3rpaHUYEHUs JOCTyIa
nonb3oBarensiM uHpopmanuoHHoi cuctembl ['BJIOY. B ToM uucne obecnedeH 3alUIIEHHBIH
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yIAIEHHBIA JOCTYN CyOBEKTOB JOCTYNa K OOBEKTaM JOCTYyNa 4epe3 BHEUIHHE WH(POPMAIMOHHO-
TEJIEKOMMYHUKAI[IOHHBIE CETH.

Be3onacHocth npu padore ¢ HOCUTENIAMH HH(POPMALINH

Pab6ornuku I'BJIOY pomkHBI HCHOJIB30BaTh TOJBKO YYTEHHBIE CHEMHbBIE MAIIMHHbBIE
HOCUTENU WHGOpPMAIMU IS BBIOJHEHHUS CBOMX JOJDKHOCTHBIX OOs3aHHOCTEH. Mcmomb3oBaHue
ChEMHBIX MAaIIMHHBIX HOcuTene nHdopmaruu B 'B/IOY B MHBIX LEAX CTPOTO 3aMperieHo.

CpeMHbIe MalIMHHBIE HOCUTENU HH()OPMAIH JOJDKHBI XPAaHUTCS B OTI€YaThIBAEMBIX IIKadax,
B IIOMEILIEHUSAX B KOTOPBIX IIPEAyCMOTpeHa 00paboTka MH(OpMaIK OrpaHUYEHHOTO JOCTYIIA.

B ciydae kpaxu wiM moTepu ChbeMHOT'O MAIIMHHOTO HOCUTEINS MH(OPMAIUH, a TaKkKe UHBIX
UHIUJICHTOB, KOTOpPblE MOTYT HPHUBECTH K HApYLIEHUIO CBOWCTB MH(POPMALUU OrPaHUYEHHOI'O
J0CTyMa, JOJHKHBI IPOBOAUTHCS MEPOIIPUATHS 110 PACCIEI0BAHUIO TAKUX HHIUECHTOB.

ITpu BeIBOAE M3 SKCIUTyaTallMM ChEMHOI'O MALIMHHOIO HOCHUTENs MH(POPMALMH, BCE JAHHBIE,
XpaHsSIIMecs: Ha HEM, JOJDKHBI ObITh yIalieHbl ONpENeIeHHOW KOMHUCCHEW M3 4Hcia pabOTHUKOB,
CPEACTBOM rapaHTUPOBAHHOIO YHUUYTOXKEHUS HHPOPMALIUU.

@akT yHUYTOXKEHUS WHGPOpPMAIIMM HA CHEMHOM MAIIMHHOM HOCHTENe HH(OopMaum
¢ukcupyercs B akre 00 YHHYTO)KEHUHM HUHPOPMALMU CO CBHEMHOIO MAIIMHHOI'O HOCUTENs
uH(pOopMaLIUH.

Perncrpanus codbITHii

B TI'BAOY  nmomkHa  OCYIIECTBIATHCS  PETHCTpAallud  COOBITUH  O€30mMacHOCTH
Ha BceXx KoMmoHeHTax uH(popManuonHelx cucreM [I'B/IOY, B koTopbix oOpabarbiBaeTcs
3amuiiaemas nHGopmanms.

AHTHBHPYCHAs 3a1IUTA

B nenax oOHapyxeHuss M ycTpaHeHHUs BpeloHOCHbIX mnporpamm B ['BJIOY  nomkHbl
UCIIOJIb30BaThCs CPEJICTBA AaHTUBUPYCHOM 3aIIUTHl HUHPOPMALIUH.

OO0s13aTeNbHOMY KOHTPOJIIO CPEJICTBOM AHTHUBUPYCHOW 3allluThl HMH(OpPMALMM JIOJIKHA
nojuiexarb J00as wuHpopMmanus (TeKCToBble (ailnbl J00BIX ¢GopmaToB, (aiiabl JaHHBIX,
UCHONHSAeMBIe (ailnibl), THojyyaemass U IepefaBaemasl IO JIOKaJbHON BBIYMCIUTENBHON CeTH
B TOM YHUCII€ U CEeTSAM OOLIero Mojb30BaHUSA, a TaKkke WH(POpMalMs, XpaHHMMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(DOpMAaLIIH.

[lpu ycTaHOBKe MpPOrpaMMHOrO oOecrneueHus: WM ero OOHOBJIEHHMS Ha CEBEpHOE
o0opy/soBaHUE JOJKHA aBTOMAaTHMUYECKHU BBINOJHATHCSA MPEIBapUTENbHAs MpPOBEpKa JaHHOIO
IPOTrPaMMHOTr0 00ecTIeYeHNsl Ha OTCYTCTBUE BPEJOHOCHOTO MPOTPaMMHOI0 00eCIeYeHusl.

O6HoBneHue 0a3 cUrHATyp [JIsl CPEACTBA AHTHBUPYCHOM 3alUThl MH(OPMALMU JIOJIKHBI
OOHOBJISATHCS €KETHEBHO.

ITonb3oBarenun 0e3 IpaB aJMUHHUCTpaTOpa UH(pOpMallMOHHON CUCTEMBI
I'B/IOY He A0mKHBI UMETh BO3MOXKHOCTh MOJYYEHHUs JIOCTyNa K KOH(PHUIypalud aHTUBHUPYCHOTO
CPEJCTBA 3AIIMTHI WJIN €r0 OTKIIOYEHHUS.

KoHTpoJIb 321IMIIICHHOCTH NEPCOHAIBHBIX JAHHBIX

B nensx uckiroueHus 3KCIUTyaTallud YS3BUMOCTEH MPOrpaMMHOTO OOecredeHMs TOJIKHBI
OPOBOIUTCS pabOThl 1O BBIABICHUIO, AaHAJIM3y YSI3BUMOCTEH HH(MOPMAIIMOHHON CHCTEMBI
U OIEepaTHUBHOE YCTPAHEHHWE BHOBBH BBIABIEHHBIX ysA3BUMOCTeH. B ToM umcne opraHuzanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHHMS IPOTPAMMHOIO OOECleueHUs] BKIOYas CPEeACTB 3alllUThl
uH(pOpMaLINH.

Hcnonb3oBanue NporpaMMHOro odecrne4eHus

Bei6op mporpamMMHoro obecrnieueHuss Juisi npous3BoAcTBeHHBIX HYxI ['BJOY nomxen
IIPOU3BOJUTHCS B NPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOIO B ENMHBIN peecTp pOCCHMCKHX
porpaMM Ui 3JEKTPOHHBIX BBIUMCIUTENBHBIX MAllMH U 0a3 JaHHBIX. B ciydyae oTcyTcTBUs
aHasiora B EMHOM peecTpe pOCCHHCKHMX NpOrpamM JUIsl SJEKTPOHHBIX BBIYMCIUTENIBHBIX MAalllWH
u 0a3 JaHHBIX JIOMYCKAeTCsl HCIOJb30BaTh IPOTPAMMHOIO OO€creyeHHe HMIIOPTHOIO
IIPOU3BO/ICTBA.

HUcnonb3oBanue cpeacTB KpUNTorpapuyeckou 3amutbl HHGOpMAUKT
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ObecrnieueHue 3amuThl UHOOPMAIIMKM OTPAHUYEHHOTO JIOCTYIA OT PACKPBITHS, MOIUPUKALINN
YW HaBs3bIBaHMs (BBOJA JIOKHOMW HMH(pOpManuM) mpu ee mepenade (MOATOTOBKE K TMepenade)
[0 KaHajaM CBS3M, MMEIOUIMM BBIXOJA 3a TNpeAeibl KOHTPOJIUPYEMOH 30HBI oOOecreuymBaeTcs
MPUMEHEHHUEM CPEJICTB KpUNTorpaduueckoil 3amuThl HHPOpMAaILIUH.

[TlpuobOperenne  cpenctB  Kpuntorpaduueckoi  3ammrtel  uHpopmauumun  ['BJIOY
OCYIIIECTBIISIETCS. HA OCHOBAaHUHU JIOTOBOPOB M KOHTPAKTOB C JIUI[AMH HMEIOIIUMU JIEHCTBYIOIIYIO
munensuto @Cb Poccunm Ha ocymiecTBiIeHHE JEATENBHOCTH IO pa3paboTke, MPOU3BOJCTBY,
pacnpoCcTpaHeHHIO MU(POBATBHBIX (KPUIITOrpapUUecKuX) CpPeACTB, MHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKAI[MOHHBIX CHCTEM, 3alUIICHHBIX C WCIOJh30BAaHUEM IMHU(PPOBATBHBIX
(kpunTorpadUuECKnX) CPEACTB, BHIIOJHEHHIO padOT, OKa3aHUIO YCIyr B o0nacTu IMppoBaHUS
UHPOPMALIUK, TEXHUYECKOMY OOCITYXHBaHWIO MH(POBAIBHBIX (KpUOTOrpapuuecKux) CpEICTB,
MH(OPMALIMOHHBIX CHCTEM U TEIEKOMMYHUKAIMOHHBIX CHUCTEM, 3AIlMIICHHBIX C MCIOJIb30BAHUEM
mrpoBanIbHBIX (KpUNTOrpaguuecKnx) CpeAcTB (32 HMCKIIOYCHHUEM CIilydasi, €CIIM TEXHUYECKOe
oOciyxuBaHue MUGPOBAIBHBIX (KpUNTOrpadUyYecKux) CpeacTB, HHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKAIMOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJB30BAHHEM MHU(POBATBHBIX
(kpuntorpaduvyecknux) CpEACTB, OCYIIECTBISETCS Ml oOOecrmeueHuss COOCTBEHHBIX HYXK]I
FOPUIMYECKOTO JIUIA WIM UHIUBUAYATHHOTO PEIPUHAMATETIS).

B umemsx opranuzanmum M o0ecrieueHUH Tmepenaud HMHpOpMalMHM MO KaHajiaM CBSI3U
C HCIIOIB30BAHUEM CPEJICTB KPUNTOrpaduuecKoil 3amuThl WHOOPMAIMU, a TaK)Ke BBITOJHCHUS
muneH3uoHHbIX  TpeboBanuit @DPCb Poccum B I'BJIOY  nmomkeH ObITh CO3MaH  OpraH
KpUNTOrpaduueckoi 3aiuThl.

[Topranbubie pemenuss 'BIOY ¢ BO3MOXKHOCTBIO JOCTyNa € ceTed OOIIero Mmoiab30BaHU
JIOJDKHBI B NPUOPUTETE pa3pabdaThIBaThCA C OpraHU3allMel 3allMIIEHHOI0 KaHaja MOCPEICTBOM
nportokoina TLS ¢ nogaepxkoit anroputmoB 'OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DneKTpoHHas TouTa AOobKHa ucnonb3oBatbess B ['B/IOY ¢ menpio opranuzanmu oOMeHa
AJIEKTPOHHBIMU ~ COOOLIECHUSIMM ~ MEXAY pabOTHUKaMM W CcyObeKTamMu HH(OpPMalMOHHON
0€30IMacHOCTH.

IIpu uCnoyIb30BaHUM IIEKTPOHHOM NOYTHI 3aIIPEIIACTCS:

oOMeH uH(popMalei s CIykeOHOTO NOJIB30BaHus, a TaKkke HH(popmalrel orpaHUI4eHHOTO
JI0CTYTa;

MPEe0CTaBIEHNE JOCTYNA K JEKTPOHHON MOYTE C UCIOJb30BAaHUEM JAHHBIX CBOEH YUETHOU
3aITUCH TPETHHUM JIUIIAM;

MyOIMKAIUsl CBOETO CIIYKEOHOTO aJpeca AJIEKTPOHHOW MOYTHI B AJIIEKTPOHHBIX KaTalorax,
Ha TIOMCKOBBIX MalllMHaX W JpYrux pecypcax ceru WHTepHeT B 1eNsAX, HE CBA3AHHBIX C
WCIIOJTHEHHEM CBOUX JIOJDKHOCTHBIX 00S3aHHOCTEHH;

MOJIHUCKA O 3JEKTPOHHON MOYTE Ha pa3jIUYHbIE pEeKJIaMHbIE MaTEpHallbl, JTUCTHI PACCBHUIKH,
AJNIEKTPOHHBIE KYpHAJbl U T.A., HE CBSI3aHHBIE C BBINOJHEHHUEM IOJb30BATENIEM JIOJKHOCTHBIX
00sI3aHHOCTEIA;

OTKpBITHE (3amycK Ha BbIMONHEHUE) (aANIOB, MONYYEHHBIX IO DJIEKTPOHHOM TmouTe
WM w3 pecypcoB cerm HMHTepHer, 0€3 NpenBapuUTEIbLHON TPOBEPKH WX AaHTUBHPYCHBIM
POrPaMMHBIM 00€CTIedeHUEM.

Pabora B ceTsix 0011€ro nNoJ1b30BaHNUS

I'BIOY ocraBnser 3a coboit mpaBo OIOKUPOBATH WM OTPaHUYHMBATH JOCTYH PaOOTHHKAM K
CETSIM CBsI3U OOIIEro IMOJIb30BaHMsI, B TOM 4Hciie cetu MHTepHeT, cofepkaHue KOTOPhIX HE UMEET
OTHONICHUS K UCTIONTHEHHIO JOJKHOCTHBIX 00S3aHHOCTEH, a Takke K HH(POPMAIMOHHBIM pecypcaM,
COIEp)KaHWE M HAIPABICHHOCTh KOTOPBIX 3aMpeIleHbl 3aKOHOAATENIbCTBOM Poccuiickoi
denepauuu.

Nudopmanus o mocemaembix pabotaukamu  ['BJIOY  uHpOpManuoHHBIX pecypcoB
MPOTOKONUPYETCST sl TOCIHEAYIONIeT0 aHalu3a W, NpU HEOOXOIUMOCTH, MOXKET OBITh
MpEeJCTaBIeHa PYKOBOAUTENSIM CTPYKTYPHBIX OApA3AeieHui, a Takxke pykopoaurento ['bI0Y nns
KOHTPOJIA.
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IIpu ncnosnbzoBanuu cetu MHTEPHET 3aIpelieHo:

MCIoNb30BaTh npenocrabieHHbil ['6/I0Y noctyn B ceth MHTEpHET B TMYHBIX LIEJISX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE MIPOTPAMMHBIC U TIPOTPaMMHO-AMapaTHRIE CPE/ICTBA,
MO3BOJIAIOIIME OTYYUTh HECAHKIIMOHUPOBAHHBIN 1oCTyN K ceTh HTepHeT;

ny0nIMKOBaTh, 3arpyXaThb M PacHpoCTPaHsITh MaTepHalbl COAEpXKalllie HEIOCTOBEPHYIO
undopmanuto o 'BAOY, a taxke panpcubunuponats cBoi [P-anpec.

Pe3epBHOE KOMMPOBaHME U BOCCTAHOBJIEHHE TAHHBIX

Ocy1ecTBieHHEe Pe3EPBHOIO KOMUPOBAHUS JIOJDKHO OCYILIECTBIIATHCS IS

uHpopmanun oOpabareiBaeMoii Ha (alIOBOM cepBepe U CepBepe MPHIIOKCHUH,
UH(OPMALIMOHHON CUCTEMBI,

paboyux MeCT aAMUHUCTPATOPOB HH(POPMAITUOHHON CHCTEMBI.

YacTtoTa U peXUM pPE3epPBHOIO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOOBI
o0ecreynTh MUHIMAJIBHYIO TIOTEPIO JaHHBIX M ONIEPAaTHBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOr0 KOMHPOBAHUS W BOCCTAHOBIEHHUS PECYPCOB HH(POPMAIIMOHHBIX
cucteMm ['bZIOY nomxHBI IPOBOAUTH yOIHOMOUYEHHbIE padoTHUKH [ BIOY.

PesepBHOEe  KONMMpOBaHHWE JOKHO  OCYIIECTBISATHCS B aBTOMAaTHYECKOM  PEKUME
C TNPUMEHEHUEM OTEYECTBEHHOTO CIIELHUAIN3UPOBAHHOIO CpEACTBA PE3EPBHOIO KOIMPOBAHUS
C JCHUCTBYIOUIUM CepTU(UKATOM COOTBETCTBUSI MO TpPeOOBaHUAM O€30MacHOCTH HWHGOpMaLUU
OCTIK Poccun.

V1. OCHOBHBIE TPEBOBAHMUS K ITPOINECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OIMACHOCTHIO

MoOHMTOPUHT HH(POPMAITUOHHOI 0€30I1ACHOCTH

Ha noctosiHHOM OCHOBE JOJKEH IPOBOAMTHCS KOMIUIEKCHBIM aHaiau3 (PYHKIHOHUPOBAHUS
uHpopmanmonHoi cucrems! I'bJIOY 1 Bo3HMKarOmmMX cOObITHI HHDOPMALIMOHHON OE30MTaCHOCTH.

[Ipouiecc MOHMTOpHMHTra CUCTEMBbI oOecriedeHHs] MHPOPMAIMOHHON O€30MacHOCTH JI0JIKEH
BKJIIOYAaTh B ce0sl KOHTPOJb OPraHM3allMOHHBIX M TEXHHUUYECKHMX Mep MO 3alluTe HH(OpMAaIHH,
aHaJINU3 MapaMeTPOB KOHPUTYpALIUK U HACTPOUKH CPEACTB 3alllUThl HH()OPMALIUH.

[Ipy npoBeNEHUM KOHTPOJIBHBIX MEPONPUSITHH, CBSI3aHHBIX C OLIEHKOW peaau3aluu Mep
no 3aumre uHpopmanuu B I'BJIOY, ymonHoMoueHHblE paOOTHUKM AOJDKHBI IPUIEP’KUBATHCS
CJIEYIOIINX IPUHIUIIOB!

He HapyumaTh QyHKIMoHUpoBaHue AestenbHocty I'5/10Y;

JIEICTBOBATh B COOTBETCTBUU C YTBEP)KIEHHBIMH OPIraHU3ALMOHHO-PACIOPSAUTEIbHBIMU
nokymentamu I'BJI0Y no 3amure napopmanuuy,

HE CKpBIBaTh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHOHN O€3011aCHOCTH;

O0(QOPMIISITh OTYETHI, TOATBEPKIAIOLINE BHIITOJIHEHNE MEPOPUATUH 10 3allUTe HHPOPMAIIIH.

Wudopmanus, NOIydeHHas B XOJA€ MPOBEACHUS KOHTPOJIMPYIOUIMX MEpPONPHUATHH
0 JEeMCTBUSX, COOBITHSX M MapaMeTpax, MMEIOIIMX OTHOLIEHHE K pealu3aly Mep MO0 3alluTe
uHpOpMalIUK, JO0DKHA KOHCOJNMIUPOBATHCA U XPAHUTHCS B MECTaX, MCKIIOYAIONIMX IOJyYeHHE
K HeWl HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

MOHUTOPHHT JIaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITUAX MH(OPMAIIMOHHON 0€30IacHOCTH
JIOJKEH NPOBOJMTHCS, IO BO3MOXKHOCTH, C UCIIOIb30BAHMEM CHUCTEMBI MOHUTOPUHIA WHIUJEHTOB
UH(POPMALIMOHHON 0€30IaCHOCTH MJIM BCTPOCHHBIX MEXaHU3MOB HACTPONKM M ayauTa COOBITUN
B IPOrpaMMHBIX M TPOTrpaMMHO-aNMapaTHBIX CPEACTBaX, HCIOIb3YEMbIX B HH()OpPMAIMOHHON
undpactpykrype 'B/IOVY.

YnpasJieHue puckamMu

OnpeneneHue BHYTPEHHHX TpeOOBaHMN IO 3ammTe WH(GOPMAIMH, JOJKHBI OCHOBBIBATHCS
Ha pe3yjbTaTax MPOBENEHHUS aHAIW3a PUCKOB HAPYIIEHHS OCHOBHBIX CBOWCTB 0€30MacHOCTH
Ui uHGopMannoHHbIX pecypcoB I'BJIOY.

OCHOBOI1 OLIEHKH PUCKOB JOJKHA OBITh OLICHKA YCJIOBUI U (PAKTOPOB, KOTOPBIE MOTYT CTAaTh
NPUYMHON HapyIIEeHUS LIETTOCTHOCTH, KOH(DUACHIMAIBHOCTH U JOCTYITHOCTH 111 HH(OPMAIIMOHHBIX
pecypcoB I'B/IOY.
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PesynbraToM mpoBeneHUs aHalU3a PUCKOB JOJDKEH OBITh Pa3pabOTaHHBI KOMIUIEKC Mep,
HAIPABJICHHBIX HAa CHIKCHUE BO3MOXKHOTO HETaTMBHOTO BIIMSHUS HAa OCHOBHYIO JESTCIBHOCTH
I'BJIOY npu peanu3zaiuu TO WIK UHOK yrpo3bl 6€30MacHOCTH UH(OPMAIMK U 00ECTICYMBAIOIINX B
JaTbHEHIIIEM JI0CTaTOYHBINA YPOBEHb 3alIMIIEHHOCTH HHpopMaImoHHbIx cucteM ['BJIOY.

YnpasieHue HHIHMIeHTaMH HHGOPMALMOHHOI 0€30acCHOCTH

s o6ecnieueHust 3¢ (PEeKTUBHOTO pa3penieHUs HHIIUIESHTOB HH()OPMAITMOHHONM 0€3011aCHOCTH
B I'BJIOY, MuHuMHU3aLuu NOTEPh U YMEHBILEHUSI PUCKAa BO3SHUKHOBEHUS IOBTOPHBIX MHIUACHTOB
JIOJDKHO OCYILECTBIIATHCS YIPABICHUE MHIIMACHTaMU HH(OPMAIIMOHHON 0€30I1aCHOCTH.

Jns yrpaBiieHUs MHIUZACHTAMH HH()OpPMAIMOHHONW 0e30MacHOCTH JIOJDKHA OBITh CO3JaHa
cily’k0a MOHMTOPUHIA M pearupoBaHUs Ha MHUUAECHTHl MH(MOPMAIMOHHONW 0€30I1aCHOCTH, KOTOpas
MOCPEJICTBOM KOMIUIEKCA CPEICTB M MEPONpPUATHH ais cOopa W KOHCONMMIAIMU HH(POpMAUu
00 MHUUACHTaX pellaeT JaHHYK 3ajady. B OTHOMIEHMM Ka)XI0ro HpOM30LIENNIEr0 MHLIUICHTA
paOOTHUKaMU U3 CIOY)XObl MOHUTOPMHTa M pEarupoBaHUs Ha WHIMIACHTH HH()OPMAITMOHHON
0€30I1aCHOCTH JIOJKEH BBIMOIHATHCS €ro aHalu3, U pa3padboTka 3(h(HEeKTUBHBIX MEp pearupoBaHUs
HAa JIaHHbIN HHIUCHT.

Ayaut cucremMbl obecnievyeHusi MHPOPMALMOHHOM 0e30I1aCHOCTH

B mensix orneHku Tekyiiero ypoBHs nHdopmanuonHoi 6e3omacaoctu ['BJI0OY Ha perynspHoit
OCHOBE JIOJDKEH MPOBOAMUTHCS ayAUT UHPOPMALIMOHHOM 6€3011aCHOCTH.

BuyTpeHHue ayauThl JOJDKHBI BbINOJHATHCS pabotHukamu ['BJIOY. B umcno 3agau,
pelaeMbIX IpU IPOBEIeHUH BHYTPEHHUX ayIUTOB HH(POPMAIMOHHOIN 0€3011acCHOCTH, BXOJIAT:

cOOp M aHaJIM3 MCXOIHBIX JAHHBIX 00 OPraHM3AIMOHHOW M (DYHKIIMOHAJIBLHOW CTPYKType
UH(POPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JIUIsl OLIEHKH COCTOSIHUS CUCTEMBI 3allIUThl HH(POpMaLUY,;

AQHAIN3 YTBEP)KICHHBIX OPTraHU3allMOHHO-PACIOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
UHGOPMALIUU Ha IPEAMET UX MOJHOTHI U 3((HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHAALINI
1o uX J0paboTKe WK Pa3pabOTKH HOBBIX;

o0ocHOBaHHE (PUHAHCOBOM 3(PPEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEICTB 3aIUTHI
uH(popMaluy,

IpOBEpKa MpPaBWIBHOCTH BbIOOpa W HACTPOWKM CPEJICTB 3alMThl  MH(OpMaIuH,
(dbopMUpOBaHKE MTPEIIOKEHUH MO NCIOJIB30BAHNIO UMEIOIIUXCS CPEACTB 3aIIUThI HHPOPMALUH A5
HOBBIIIEHUS YPOBHS HaJEKHOCTH U Ge30macHOCTH HH(popMalmoHHbIX cucteM 'BJIOY;

QHIW3 OTYETOB [0 MPOU3OLICAIINM HHUUJACHTaM HWH(GOPMAIMOHHON 0€301acHOCTH
Y TIPUHATBIM M€paM 110 UX pa3pelleHUIO.

IToBbIlIEHME OCBEIOMIEHHOCTH PA00OTHHKOB

B pamkax opraHuzanud KOMIUIEKCHOTO TMPOTHBOAEHCTBHS  yrpo3aM 0O€30MaCHOCTH
uHpopmanuu, wucxodmuM oT pabotHukoB I['BJIOY nomkHa MOCTOSHHO TMOBBIIIATHCA
UX OCBEJJOMJICHHOCTb B O0JIACTH 3aLUTHI UH()OPMALIHH.

[ToBermienne ocBenomiaeHHocTH paboTHrkoB [’ BIOY ocymiecTisiercs:

no cymectByromuM B ['6/I0Y oprannszannoHHO-paciopsiANTENbHBIM JOKYMEHTAM,

no npumeHsiembiM B ['BJIOY mMepam 3amuTel nHpopmanuu;

10 IPABUIILHOMY HCIIOJIb30BAaHUIO CPE/ICTB 3aIIUThI HH(POPMALIUH.

Vil. 3AKJIIOYEHHUE

[Ipy uW3MeHEeHMH IEHCTBYIOLIETO 3aKoHonaTenbcTBa Poccuiickoit ®depeparuu B o0iacTu
3alUThl MHGOpMAalMK, a TaKKe OpraHU3alMOHHO-PACTIOPSIUTENbHBIX JI0KyMeHTOB ['BJIOY
Hactosimas [lonuTvka U M3MEHEHHS K HEW NMPUMEHSIOTCS B 4acTH, HE MPOTHBOpEYAlle BHOBb
MPUHATHIM 3aKOHOJATEIbHBIM W MHBIM HOPMATHBHBIM aKTaM, a TakkKe BHYTPEHHUM JOKYMEHTaM
I'BIOY.

Bce TpeOoBaHms, yCTaHOBJICHHBIE JCHCTBYIOIIMM 3aKOHOJATEIHCTBOM Poccuiickoi
®denepannu, NOA3aKOHHBIMU aKTaMH W JIOTOBOPHBIMHM OTHOLLIEHUSAMHM, a Takxke mnoaxon I'BJAOY
K OOECIEYCHHIO COOTBETCTBHUS ATUM TPEOOBAHMSIM JIOJDKHBI OBITH SIBHBIM OOpa3oM OIpEEICHBI,
JIOKYMEHTUPOBAHBI U MOAJIEPKUBATHCS B AKTYaJIbHOM COCTOSIHUH.

I'bIOY B  OpUOPUTETHOM  HANpABJICHUW  JOJDKEH  pacCMaTpUBATBCA  MEPEXO
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a IPOrpaMMHOTO 00ECIEYeHHE OTEYECTBEHHOTO MPOU3BOIUTEINS, BKIIOYEHHOTO B €IUHBIA PEecTp
POCCHUHCKHUX MPOrpaMM Ui 3JEKTPOHHBIX BBIUMCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX. B Tom uucie
M0 YacTH CEpPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYIOBAaHHSI M MPOTPAMMHO-AINMapPaTHBIX CPEIICTB
BKJIIOUCHHBIX B EMHBIN peecTp pOCCUUCKON Pagro3JIEKTPOHHON MTPOAYKIUH.

[lepecMoTp u BHeceHMEe M3MEHEHHH B Hactosulyro [loJIMTHKY OCYIIECTBISIFOTCS
Ha NEePUOJINYECKON U BHEILJIAHOBOI OCHOBE.
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VIll. CIIMCOK UCITOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 unbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTEe UHOOPMAITII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCH.

3 Tlocranosnenue IIpaBurensctBa Poccuiickoir ®enepanmm ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [losoxeHus o JTULEH3UPOBAHUN AEATEIIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCTpaHeHUI0 MH(POBATBHBIX (KPUNTOTPAPUUECKUX) CPEACTB, MHPOPMAMOHHBIX CHUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpadMUecKux) CPEACTB, BHINOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH MIU(PPOBAHHS
uH(popMaIuy, TEXHHUYECKOMY OOCITY)KMBaHUIO MHU(POBATBHBIX (KpUNTOrpauUecKux) CpPEeACTB,
UH(POPMALIMOHHBIX CHCTEM M TEIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBagbHbIX (KpUOTOrpapUUECKUX) CPEACTB (32 HMCKIIOYEHHEM Cilydas, €ClId TeXHHYECKOoe
oOciyxxuBanue MHU(POBATBHBIX (KpUNTOrpaUIecKux) CpeAcTB, HHOOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIHOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpadMUecKux) CPEINCTB, OCYIIECTBISCTCS Uil oOecredeHUs: COOCTBEHHBIX HYX[
IOPUJIMYECKOTO JIMIA WK MHAMBUAYAILHOTO IPEANPUHUMATEIIS)).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®emeparmu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3alUTe IMEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX .

5 [Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opranmzanuu U obecrieyeHHH 0e30MacHOCTH XpaHeHHs, 00pabOTKM W Tepenayd Mo KaHajam
CBSI3U C HCIOJB30BAaHUEM CPEJICTB KPUIITOrpauyecKod 3aluThl MHPOPMALMU C OrPaHUYEHHBIM
JOCTYIIOM, HE COJIEpIKaIleil CBEICHHIA, COCTABIISIONINX TOCYIapCTBEHHYIO TAlHY».

6 Ilpukaz ®CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu llomoxxeHus
0 pa3zpaboTKe, IPOU3BOJICTBE, peaTH3alUU U SKCIUTyaTaluy MU(GPOBAIbHBIX (KpUNTOrpadhuIecKux)
cpencts 3amutel nHGopMmaruu ([Tonoxenne [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKICHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 OEe30MacHOCTH MEPCOHAIBHBIX AAHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpPTraHU3aIMOHHBIX W TEXHHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHAIBHBIX TaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMax IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB KpUOTOrpapuuecKkol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISl  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanun TpeGoBaHUM K 3alUTe MEPCOHATbHBIX
JTAHHBIX
JUTSL KaXJIOTO U3 YPOBHEH 3allIUIIICHHOCTI.

10 TOCT P 51624-2000 «3amwura wuHPOpMAIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIEHHOM ucToTHeHHH. OO01ue TpeOoBaHUs).

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckass 3amuta HH(opManuu. OCHOBHBIE TEPMHHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMaiOHHAsS TEXHOJIOTHS. METOBI U CpeacTBa
6e3omacHocTH. CHCTEMBbI MEHEPKMEHTa MH(POPMAIIMOHHON 6€30macHOCTH. TpeOoBaHuUs».

14 TOCT P 50922-2006 «3amuTa napopmaryii. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHSI.

15 TOCT P 51275-2006 «3Bamurta uHbopmaruu. OO0bekT uHpopMmaTuzamuu. DakTOpHI,
BO3/IciicTBYIOMIME Ha HH(pOopManuo. OOIIHE MOIOKEHUS.

16 TOCT P HNCO/M3K TO 13335-5-2006 «MHpopmanoHHAas TEXHOJOTUA. MeTosl
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U cpencTBa obecrieueHus: 6e3omnacHocTH. YacTh 5. PyKOBOJACTBO 1O MEHEIKMEHTY O€301acHOCTH
CETH.

17 TOCT P HCO/TO 13569-2007  «®DunaHcOBbIE  ycinyru. PekoMmeHmanuu
1o UH(pOpPMaLIMOHHOM 0€30aCHOCTH.

18 T'OCT P UICO/M3K 27005-2010 «MubopmanroHHas TexHOJIOTHs. MeToAbl U cpecTBa
oOecrieyeHus 6e30macHOCTH. MeHePKMEHT prcka HH()OPMAIIMOHHON 0€30IacHOCTI.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarmorHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
oOecrieueHus Oe3omacHOCTH. MeHEHKMEHT HMH(POPMAIIMOHHON Oe30omacHOCTH. MOHUTOPUHT,
OLIEHKA 3aIIMIICHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MenemxmeHT prcka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wunpopmaruu. Cucrema crangaptoB. OCHOBHBIC
TIOJIOKCHUSY.

22 Konuenuus nH(OPMaMOHHON 0e30MacHOCTH WCIIOJTHUTENIbHBIX OpraHoB
rocynapcrBeHHol Biactu Cankt-IlerepOypra ot 20.02.2023.
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